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CONOORWNE

1. | nt roducti on

This tutorial contains only one view of the salient points of TCP/IP,

and therefore it is the "bare bones" of TCP/IP technology. It onmts

the history of devel opment and funding, the business case for its
use, and its future as conpared to SO OSI. Indeed, a great dea

technical information is also omitted. Wat remains is a m nimum of
i nformati on that nust be understood by the professional working in a

TCP/ 1 P environnent. These professionals include the systens
adm ni strator, the systens progranmer, and the network manager

This tutorial uses exanples fromthe UNI X TCP/IP environnment, however

the main points apply across all inplementations of TCP/IP.

Note that the purpose of this meno is explanation, not definition.

I f any question arises about the correct specification of a protocol

pl ease refer to the actual standards defining RFC
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The next section is an overview of TCP/IP, foll owed by detailed
descriptions of individual conponents.

2. TCP/IP Overview

The generic term"TCP/I1P" usually nmeans anything and everything
related to the specific protocols of TCP and IP. It can include

ot her protocols, applications, and even the network nmedium A sanple
of these protocols are: UDP, ARP, and ICMP. A sanple of these
applications are: TELNET, FTP, and rcp. A nore accurate termis
"internet technology”. A network that uses internet technology is
called an "internet".

2.1 Basic Structure

To understand this technol ogy you rmust first understand the foll ow ng
| ogi cal structure

| |
| |
| L T A W I A
| e e |
I | TCP| | UDP|
| \ / |
| e |
L
| IARPL | |
|- | |
| . |
| e |
| | ENET]| |
| --@- |
__________ |_________________

|
______________________ O_________

Et hernet Cabl e
Figure 1. Basic TCP/IP Network Node

This is the logical structure of the |layered protocols inside a
conputer on an internet. Each conputer that can conmunicate using

i nternet technol ogy has such a logical structure. It is this |ogica
structure that determ nes the behavior of the conputer on the
internet. The boxes represent processing of the data as it passes
through the conmputer, and the |ines connecting boxes show the path of
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data. The horizontal line at the bottomrepresents the Ethernet
cable; the "o0" is the transceiver. The "*" is the |IP address and the
"@ is the Ethernet address. Understanding this logical structure is
essential to understanding internet technology; it is referred to
throughout this tutorial

2.2 Term nol ogy

The nane of a unit of data that flows through an internet is
dependent upon where it exists in the protocol stack. |In summary: if
it is on an Ethernet it is called an Ethernet frane; if it is between
the Ethernet driver and the IP nodule it is called a IP packet; if it
is between the IP nodule and the UDP nodule it is called a UDP
datagram if it is between the IP nodule and the TCP nodule it is
called a TCP segnment (nore generally, a transport nessage); and if it
isin anetwork application it is called a application nessage.

These definitions are inperfect. Actual definitions vary from one
publication to the next. Mre specific definitions can be found in
RFC 1122, section 1.3.3.

A driver is software that comunicates directly with the network
interface hardware. A nodule is software that communicates with a
driver, with network applications, or with another nodule.

The ternms driver, nodule, Ethernet frame, |P packet, UDP datagram
TCP nessage, and application nessage are used where appropriate
throughout this tutorial

2.3 Flow of Data

Let’s followthe data as it flows down through the protocol stack
shown in Figure 1. For an application that uses TCP (Transni ssion
Control Protocol), data passes between the application and the TCP
nodul e. For applications that use UDP (User Datagram Protocol), data
passes between the application and the UDP nodule. FTP (File

Transfer Protocol) is a typical application that uses TCP. |Its
protocol stack in this exanple is FTP/TCP/| P/ ENET. SNWP (Sinple
Net wor k Managenent Protocol) is an application that uses UDP. Its

protocol stack in this exanple is SNWP/ UDP/ | P/ ENET.

The TCP nodul e, UDP nodul e, and the Ethernet driver are n-to-1

mul tiplexers. As nultiplexers they switch many i nputs to one output.
They are also 1-to-n de-nultiplexers. As de-multiplexers they swtch
one input to many outputs according to the type field in the protoco
header .
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Figure 2. n-to-1 nultiplexer and 1-to-n de-nultipl exer

If an Ethernet frame comes up into the Ethernet driver off the
networ k, the packet can be passed upwards to either the ARP (Address
Resol ution Protocol) nodule or to the IP (Internet Protocol) nodul e.
The value of the type field in the Ethernet frame determ nes whet her
the Ethernet frane is passed to the ARP or the |IP nodul e.

If an I P packet cones up into IP, the unit of data is passed upwards
to either TCP or UDP, as determined by the value of the protoco
field in the | P header.

If the UDP datagram comes up into UDP, the application nessage is
passed upwards to the network application based on the value of the
port field in the UDP header. |If the TCP nmessage cones up into TCP
the application nessage is passed upwards to the network application
based on the value of the port field in the TCP header

The downwards nultiplexing is sinple to perform because from each
starting point there is only the one dowward path; each protoco
nodul e adds its header information so the packet can be de-

mul ti pl exed at the destination conmputer.

Dat a passing out fromthe applications through either TCP or UDP
converges on the IP nodule and is sent downwards through the | ower
network interface driver.

Al t hough internet technol ogy supports many di fferent network nedia,

Et hernet is used for all exanples in this tutorial because it is the

nost common physi cal network used under I P. The conmputer in Figure 1
has a single Ethernet connection. The 6-byte Ethernet address is

uni que for each interface on an Ethernet and is |located at the | ower

interface of the Ethernet driver.

The conputer also has a 4-byte I P address. This address is |ocated

at the lower interface to the IP nodule. The |IP address nust be
uni que for an internet.
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A running conputer always knows its own |IP address and Ethernet
address.

2.4 Two Network Interfaces

If a conmputer is connected to 2 separate Ethernets it is as in Figure
3.

| |
| |
| L I A U |
| e |
I | TCP| | UDP|
| \ / |
| e |
| | 1P |
| [ARP | | [ARP |
|- IR |
oL L
| | ENET| | ENET| |
| --@- ---@- |
__________ |_______|_________
| |
| R L P
| Et hernet Cable 2
_______________ O__________

Et hernet Cable 1
Figure 3. TCP/IP Network Node on 2 Ethernets

Pl ease note that this computer has 2 Ethernet addresses and 2 IP
addr esses.

It is seen fromthis structure that for conputers with nore than one

physical network interface, the IP nodule is both a n-to-m
mul ti pl exer and an mto-n de-multipl exer
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Figure 4. n-to-mnultiplexer and mto-n de-nultipl exer

It perfornms this nmultiplexing in either direction to accommdate
incom ng and outgoing data. An IP nodule with nore than 1 network
interface is nore conplex than our original exanple in that it can
forward data onto the next network. Data can arrive on any network
interface and be sent out on any ot her

TCP uDP
\ /
\ /
| I P |
| |
I
|7\ |
|/ v
/ \
/ \
dat a dat a
cones in goes out
here here

Figure 5. Exanple of IP Forwarding a |IP Packet

The process of sending an | P packet out onto another network is
called "forwarding" an I P packet. A conputer that has been dedi cated
to the task of forwarding IP packets is called an "IP-router”.
As you can see fromthe figure, the forwarded | P packet never touches
the TCP and UDP nodul es on the IP-router. Sone |P-router
i mpl enentati ons do not have a TCP or UDP nodul e.

2.5 |P Creates a Single Logical Network

The 1P module is central to the success of internet technology. Each
nodul e or driver adds its header to the nessage as the nessage passes
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down through the protocol stack. Each nodule or driver strips the
correspondi ng header fromthe nessage as the nmessage clinbs the
protocol stack up towards the application. The |IP header contains
the I P address, which builds a single |logical network frommultiple
physi cal networks. This interconnection of physical networks is the
source of the nanme: internet. A set of interconnected physica
networks that limt the range of an I P packet is called an
"internet".

2.6 Physical Network |Independence
| P hides the underlying network hardware fromthe network
applications. |If you invent a new physical network, you can put it
into service by inplementing a new driver that connects to the
i nternet underneath IP. Thus, the network applications remain intact
and are not vul nerable to changes in hardware technol ogy.

2.7 Interoperability
If two conputers on an internet can comunicate, they are said to
"interoperate"; if an inplenmentation of internet technology is good,
it is said to have "interoperability". Users of general-purpose
conputers benefit fromthe installation of an internet because of the
interoperability in conputers on the market. GCenerally, when you buy
a conputer, it will interoperate. |If the conputer does not have
interoperability, and interoperability can not be added, it occupies
a rare and special niche in the market.

2.8 After the Overview
Wth the background set, we will answer the follow ng questions:

When sending out an | P packet, howis the destination Ethernet
address det erm ned?

How does | P know which of nultiple |ower network interfaces to use
when sendi ng out an | P packet?

How does a client on one conputer reach the server on another?
Wy do both TCP and UDP exist, instead of just one or the other?
What network applications are avail abl e?

These will be explained, in turn, after an Ethernet refresher
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3.

Et her net
This section is a short review of Ethernet technol ogy.

An Ethernet frame contains the destination address, source address,
type field, and data

An Ethernet address is 6 bytes. Every device has its own Ethernet
address and listens for Ethernet frames with that destination
address. All devices also listen for Ethernet frames with a wld-
card destination address of "FF-FF-FF-FF-FF-FF" (in hexadeci mal),
call ed a "broadcast" address.

Et hernet uses CSMA/ CD (Carrier Sense and Miultiple Access with
Col I'i sion Detection). CSMACD neans that all devices communi cate on
a single nedium that only one can transmit at a tine, and that they
can all receive simultaneously. If 2 devices try to transmt at the
sane instant, the transmt collision is detected, and both devices
wait a random (but short) period before trying to transmt again

3.1 A Human Anal ogy

A good anal ogy of Ethernet technology is a group of people talking in
a small, conpletely dark room |In this anal ogy, the physical network
medi umis sound waves on air in the roominstead of electrica

signal s on a coaxial cable.

Each person can hear the words when another is talking (Carrier
Sense). Everyone in the roomhas equal capability to talk (Miltiple
Access), but none of them give | engthy speeches because they are
polite. |If a personis inmpolite, he is asked to | eave the room
(i.e., thrown off the net).

No one tal ks while another is speaking. But if two people start
speaki ng at the same instant, each of them know this because each
hears sonet hing they haven't said (Collision Detection). Wen these
two people notice this condition, they wait for a nonent, then one
begi ns tal king. The other hears the talking and waits for the first
to finish before beginning his own speech

Each person has an uni que nane (uni que Ethernet address) to avoid
confusion. Every tine one of themtal ks, he prefaces the nessage
with the nane of the person he is talking to and with his own nane

(Et hernet destination and source address, respectively), i.e., "Hello
Jane, this is Jack, ..blah blah blah...". If the sender wants to
talk to everyone he mght say "everyone" (broadcast address), i.e.,

"Hell o Everyone, this is Jack, ..blah blah blah...".
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4. ARP

When sending out an | P packet, howis the destination Ethernet
addr ess det erm ned?

ARP (Address Resolution Protocol) is used to translate |IP addresses
to Ethernet addresses. The translation is done only for outgoing IP
packets, because this is when the I P header and the Ethernet header
are created.

4.1 ARP Table for Address Transl ation

The translation is performed with a table | ook-up. The table, called
the ARP table, is stored in nmenory and contains a row for each
conputer. There is a colum for |IP address and a columm for Ethernet
address. Wen translating an | P address to an Ethernet address, the
table is searched for a matching I P address. The following is a
sinmplified ARP table:

|223.1.2.1 08- 00- 39- 00- 2F- C3|
| 223.1.2.3 08- 00- 5A- 21- A7- 22|
| 223.1.2. 4 08- 00- 10- 99- AC- 54|

TABLE 1. Exanple ARP Table

The human convention when witing out the 4-byte | P address is each
byte in decimal and separating bytes with a period. Wen witing out
the 6-byte Ethernet address, the conventions are each byte in
hexadeci mal and separating bytes with either a nminus sign or a colon

The ARP table is necessary because the | P address and Et hernet
address are sel ected i ndependently; you can not use an algorithmto
translate | P address to Ethernet address. The |IP address is selected
by the network nanager based on the |ocation of the conputer on the
internet. Wen the conputer is nmoved to a different part of an
internet, its |IP address nmust be changed. The Ethernet address is
sel ected by the manufacturer based on the Ethernet address space
licensed by the manufacturer. \When the Ethernet hardware interface
board changes, the Ethernet address changes.

4.2 Typical Translation Scenario
Duri ng normal operation a network application, such as TELNET, sends

an application nessage to TCP, then TCP sends the correspondi ng TCP
nessage to the IP nbdule. The destination |IP address is known by the
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application, the TCP nodule, and the IP nodule. At this point the IP
packet has been constructed and is ready to be given to the Ethernet
driver, but first the destination Ethernet address nust be

det er m ned.

The ARP table is used to | ook-up the destination Ethernet address.
4.3 ARP Request/Response Pair

But how does the ARP table get filled in the first place? The answer
is that it is filled automatically by ARP on an "as-needed" basis.

Two t hings happen when the ARP table can not be used to translate an
addr ess:

1. An ARP request packet with a broadcast Ethernet address is sent
out on the network to every conputer.

2. The outgoing | P packet is queued.

Every conputer’s Ethernet interface receives the broadcast Ethernet

frane. Each Ethernet driver exam nes the Type field in the Ethernet
frame and passes the ARP packet to the ARP nmpodule. The ARP request

packet says "If your |IP address matches this target |IP address, then
pl ease tell me your Ethernet address". An ARP request packet | ooks

sonething like this:

| Sender | P Address 223.1.2.1

| Sender Enet Address 08-00-39-00- 2F- C3|
| Target | P Address 223.1.2.2

| Target Enet Address <bl ank>

TABLE 2. Exanpl e ARP Request

Each ARP nodul e examines the I P address and if the Target |P address
matches its own | P address, it sends a response directly to the
source Ethernet address. The ARP response packet says "Yes, that

target | P address is mne, let me give you nmy Ethernet address”. An
ARP response packet has the sender/target field contents swapped as
conpared to the request. It |ooks sonmething like this:
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| Sender | P Address 223.1.2.2
| Sender Enet Address 08-00-28-00-38- A9|
| Target | P Address 223.1.2.1
| Target Enet Address 08-00-39-00- 2F- C3|

TABLE 3. Exanpl e ARP Response

The response is received by the original sender conputer. The

Et hernet driver | ooks at the Type field in the Ethernet frame then
passes the ARP packet to the ARP nodule. The ARP nodul e exani nes the
ARP packet and adds the sender’s |IP and Ethernet addresses to its ARP
tabl e.

The updated table now | ooks like this:

| I P address Et her net address

[223.1.2.1 08- 00- 39- 00- 2F- C3|
| 223.1.2.2 08- 00- 28- 00- 38- A9|
| 223.1.2.3 08- 00- 5A- 21- A7- 22|
|223.1.2. 4 08- 00- 10- 99- AC- 54|

TABLE 4. ARP Table after Response
4.4 Scenario Continued

The new transl ati on has now been installed automatically in the
table, just mlli-seconds after it was needed. As you renmenber from
step 2 above, the outgoing | P packet was queued. Next, the IP
address to Ethernet address translation is performed by |ook-up in
the ARP table then the Ethernet frame is transmitted on the Ethernet.
Therefore, with the new steps 3, 4, and 5, the scenario for the
sender conputer is:

1. An ARP request packet with a broadcast Ethernet address is sent
out on the network to every conputer.

2. The outgoing |IP packet is queued.

3. The ARP response arrives with the | P-to-Ethernet address
translation for the ARP table.
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4. For the queued | P packet, the ARP table is used to translate the
| P address to the Ethernet address.

5. The Ethernet franme is transmtted on the Ethernet.

In summary, when the translation is mssing fromthe ARP table, one
| P packet is queued. The translation data is quickly filled in with
ARP request/response and the queued | P packet is transmitted.

Each conputer has a separate ARP table for each of its Ethernet
interfaces. |If the target conputer does not exist, there will be no
ARP response and no entry in the ARP table. [P wll discard outgoing
| P packets sent to that address. The upper |ayer protocols can't

tell the difference between a broken Ethernet and the absence of a
conputer with the target | P address.

Sone inmplenentations of 1P and ARP don’t queue the IP packet while
waiting for the ARP response. Instead the |IP packet is discarded and
the recovery fromthe I P packet loss is left to the TCP nodule or the
UDP network application. This recovery is perforned by tinme-out and
retransm ssion. The retransnmtted nessage is successfully sent out
onto the network because the first copy of the message has al ready
caused the ARP table to be filled.

5. Internet Protoco

The IP module is central to internet technol ogy and the essence of IP
isits route table. 1P uses this in-nmenory table to make al

deci si ons about routing an I P packet. The content of the route table
is defined by the network admi nistrator. M stakes bl ock
comuni cati on.

To understand how a route table is used is to understand
i nternetworking. This understanding is necessary for the successfu
adm ni strati on and mai ntenance of an | P network.

The route table is best understood by first having an overview of
routing, then | earning about |IP network addresses, and then | ooking
at the details.

5.1 Direct Routing

The figure belowis of atiny internet with 3 conputers: A B, and C.
Each conputer has the same TCP/IP protocol stack as in Figure 1.

Each conputer’s Ethernet interface has its own Ethernet address.

Each conputer has an I P address assigned to the IP interface by the
net wor k manager, who al so has assigned an I P network nunber to the

Et her net .
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A B C

I I I
--0------ 0------ 0- -
Et hernet 1

| P network "devel opnent”
Figure 6. One | P Network

When A sends an | P packet to B, the IP header contains A's | P address
as the source | P address, and the Ethernet header contains A's

Et hernet address as the source Ethernet address. Also, the | P header
contains B's |IP address as the destination |IP address and the

Et her net header contains B's Ethernet address as the destination

Et her net addr ess.

| addr ess source destination
| I P header A B |
| Et her net header A B |

TABLE 5. Addresses in an Ethernet frame for an | P packet
fromAto B

For this sinple case, IP is overhead because the IP adds little to
the service offered by Ethernet. However, |P does add cost: the
extra CPU processing and network bandwi dth to generate, transmit, and
parse the | P header

When B's | P nodul e receives the I P packet fromA, it checks the
destination | P address against its own, |looking for a natch, then it
passes the datagramto the upper-1evel protocol
Thi s communi cati on between A and B uses direct routing.

5.2 Indirect Routing
The figure belowis a nore realistic view of an internet. It is
conposed of 3 Ethernets and 3 | P networks connected by an | P-router

call ed conputer D. Each IP network has 4 conputers; each computer
has its own | P address and Ethernet address.
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A B C ----D--- E F G

I I I I I I I I
--0------ 0------ 0------ o- -0------ 0------ 0------ 0- -
Et hernet 1 Et hernet 2

| P network "devel opnent” I P network "accounting"

H | J
| | |
--0----- 0------ 0------ 0- -
Et hernet 3

| P network "factory"
Figure 7. Three I P Networks; One internet

Except for conputer D, each conmputer has a TCP/IP protocol stack |ike
that in Figure 1. Conputer Dis the IP-router; it is connected to
all 3 networks and therefore has 3 | P addresses and 3 Et hernet
addresses. Conputer D has a TCP/IP protocol stack simlar to that in
Figure 3, except that it has 3 ARP npodul es and 3 Ethernet drivers
instead of 2. Please note that conputer D has only one |P nodul e.

The networ k manager has assigned a uni que nunber, called an IP
networ k nunber, to each of the Ethernets. The IP network nunbers are
not shown in this diagram just the network nanes.

When conputer A sends an | P packet to conputer B, the process is
identical to the single network exanpl e above. Any conmuni cation
bet ween conputers | ocated on a single IP network matches the direct
routing exanpl e di scussed previously.

When conputer D and A conmunicate, it is direct communication. Wen
conputer D and E comunicate, it is direct comunication. Wen
conputer D and H comunicate, it is direct comunication. This is
because each of these pairs of conputers is on the same |IP network.

However, when conputer A communicates with a conputer on the far side
of the IP-router, conmunication is no |longer direct. A nust use Dto
forward the | P packet to the next IP network. This comunication is
called "indirect".

This routing of IP packets is done by IP nodul es and happens
transparently to TCP, UDP, and the network applications.

If A sends an I P packet to E, the source |IP address and the source
Et hernet address are A's. The destination IP address is E's, but
because A's I P nodul e sends the I P packet to D for forwarding, the
destination Ethernet address is D s.
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| addr ess source destination
| I P header A E |
| Et her net header A D |

TABLE 6. Addresses in an Ethernet franme for an | P packet
fromA to E (before D)

D's I P nodul e receives the | P packet and upon exam ning the
destination I P address, says "This is not nmy |IP address,” and sends
the I P packet directly to E

| addr ess source destination
| I P header A E |
| Et her net header D E |

TABLE 7. Addresses in an Ethernet frane for an | P packet
fromA to E (after D)

In summary, for direct communication, both the source |IP address and
the source Ethernet address is the sender’s, and the destination IP
address and the destination Ethernet address is the recipient’s. For
i ndi rect communi cation, the |IP address and Ethernet addresses do not
pair up in this way.

This exanple internet is a very sinple one. Real networks are often
conplicated by nany factors, resulting in multiple IP-routers and
several types of physical networks. This exanple internet mght have
cone about because the network manager wanted to split a | arge

Et hernet in order to localize Ethernet broadcast traffic.

5.3 1P Mdule Routing Rul es

Thi s overvi ew of routing has shown what happens, but not how it
happens. Now let’'s exam ne the rules, or algorithm used by the IP
nodul e.

For an outgoing |IP packet, entering IP froman upper |ayer, |P nust
deci de whether to send the I P packet directly or indirectly, and IP
nmust choose a | ower network interface. These choices are nade by
consulting the route table.

For an incomng | P packet, entering IP froma |lower interface, IP

must deci de whether to forward the I P packet or pass it to an upper
layer. |If the IP packet is being forwarded, it is treated as an
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out goi ng | P packet.

When an incoming | P packet arrives it is never forwarded back out
through the sanme network interface.

These deci sions are made before the I P packet is handed to the | ower
interface and before the ARP table is consulted.

5.4 | P Address

The networ k manager assigns |P addresses to conputers according to
the I P network to which the conputer is attached. One part of a 4-
byte I P address is the I P network nunber, the other part is the IP
conput er nunmber (or host nunber). For the conmputer in table 1, with
an | P address of 223.1.2.1, the network number is 223.1.2 and the
host nunmber is nunber 1.

The portion of the address that is used for network nunber and for
host nunber is defined by the upper bits in the 4-byte address. Al
exanple | P addresses in this tutorial are of type class C, neaning
that the upper 3 bits indicate that 21 bits are the network numnber
and 8 bits are the host number. This allows 2,097,152 class C
networks up to 254 hosts on each network.

The | P address space is admnistered by the NIC (Network I nformation
Center). Al internets that are connected to the single world-w de
I nternet must use network nunbers assigned by the NIC. |If you are
setting up your own internet and you are not intending to connect it
to the Internet, you should still obtain your network numbers from
the NNC. |If you pick your own nunber, you run the risk of confusion
and chaos in the eventuality that your internet is connected to

anot her internet.

5.5 Names

Peopl e refer to conputers by nanes, not nunbers. A conputer called

al pha mght have the I P address of 223.1.2.1. For snmall networks,
this name-to-address translation data is often kept on each computer
in the "hosts" file. For larger networks, this translation data file
is stored on a server and accessed across the network when needed. A
fewlines fromthat file mght look like this:

223.1.2.1 al pha
223.1.2.2 bet a
223.1.2.3 gamma
223.1.2.4 delta
223.1.3.2 epsi |l on
223.1.4.2 i ota
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The I P address is the first colum and the conputer nane is the
second col um.

In nbst cases, you can install identical "hosts" files on al
conputers. You may notice that "delta” has only one entry in this
file even though it has 3 IP addresses. Delta can be reached with
any of its |IP addresses; it does not matter which one is used. Wen
delta receives an | P packet and | ooks at the destination address, it
will recognize any of its own |P addresses.

| P networks are al so given nanes. |If you have 3 |IP networks, your
"networks" file for docunmenting these names m ght | ook sonmething |ike
this:

223.1.2 devel opnent
223.1.3 accounti ng
223.1.4 factory

The I P network nunber is in the first colum and its nanme is in the
second col umm.

Fromthis exanple you can see that al pha is conputer nunmber 1 on the
devel opnent network, beta is computer nunber 2 on the devel opnent
network and so on. You might also say that al pha is devel opnent. 1,
Beta is devel opnent. 2, and so on.

The above hosts file is adequate for the users, but the network

manager will probably replace the Iine for delta wth:

223.1.2.4 devnetrout er del ta

223.1.3.1 facnetrouter

223.1.4.1 accnetrouter

These three new lines for the hosts file give each of delta’ s IP
addresses a neaningful nane. |In fact, the first I P address listed
has 2 names; "delta" and "devnetrouter" are synonyns. |n practice

"delta" is the general -purpose nane of the conputer and the other 3
nanes are only used when adnministering the IP route table.

These files are used by network adm nistrati on commands and network
applications to provide neani ngful names. They are not required for
operation of an internet, but they do nake it easier for us.

5.6 | P Route Table
How does | P know whi ch | ower network interface to use when sending

out a I P packet? 1P looks it up in the route table using a search
key of the I P network nunber extracted fromthe I P destination
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addr ess.

The route table contains one row for each route. The primary col ums
inthe route table are: [|P network nunmber, direct/indirect flag,
router | P address, and interface nunber. This table is referred to
by IP for each outgoing |IP packet.

On nost conputers the route table can be nodified with the "route"
command. The content of the route table is defined by the network
manager, because the network manager assigns the | P addresses to the
conput ers.

5.7 Direct Routing Details

To explain how it is used, let us visit in detail the routing
situations we have revi ewed previously.

| al pha | | beta |
| 1] | 1 |
| |
________ 0_______________0_
Et hernet 1

| P network "devel opnent”
Figure 8. Cose-up View of One | P Network

The route table inside al pha | ooks |ike this:

| devel opnent direct <bl ank> 1 |

TABLE 8. Exanple Sinple Route Table
This view can be seen on sone UNI X systens with the "netstat -r"
conmand. Wth this sinple network, all computers have identica
routing tabl es.

For discussion, the table is printed again w thout the network nunber
translated to its network nane.

Socol of sky & Kal e [ Page 18]



RFC 1180 A TCP/ I P Tutori al January 1991

| 223.1.2 direct <bl ank> 1

TABLE 9. Exanple Sinple Route Table with Nunbers

5.8 Direct Scenario

Al pha is sending an | P packet to beta. The IP packet is in alpha’s
| P nodul e and the destination |IP address is beta or 223.1.2.2. IP
extracts the network portion of this I P address and scans the first
colum of the table looking for a match. Wth this network a match
is found on the first entry.

The other information in this entry indicates that conputers on this
network can be reached directly through interface nunber 1. An ARP
table translation is done on beta's IP address then the Ethernet
frane is sent directly to beta via interface nunber 1.

If an application tries to send data to an | P address that is not on
the devel opnent network, IP will be unable to find a match in the
route table. |P then discards the |IP packet. Sone conputers provide
a "Network not reachable" error nessage.

5.9 Indirect Routing Details

Now, let’s take a closer look at the nore conplicated routing
scenario that we exam ned previously.
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| al pha | | delta | | epsil on
|1 11 2 3] |1
| I |
———————— O---------------0- | -0----------------0--------
Et hernet 1 | Et hernet 2
| P network "Devel opnent" | | P network "accounting"
|
| ........
| | iota
| |1
| ________
| |
--0 ........ 0 ........
Et hernet 3

| P network "factory"
Figure 9. Cose-up View of Three |IP Networks

The route table inside al pha | ooks like this:

| net wor k direct/indirect flag router interface nunber

| devel opnent direct <bl ank> 1 |
| accounti ng i ndirect devnet rout er 1 |
| factory i ndi rect devnet rout er 1 |

TABLE 10. Al pha Route Table

For discussion the table is printed again using nunbers instead of

names.

| net wor k direct/indirect flag router interface nunber
| 223. 1.2 di rect <bl ank> 1

| 223.1.3 i ndi rect 223.1.2.4 1

| 223.1. 4 i ndi rect 223.1.2.4 1

TABLE 11. Al pha Route Table with Nunbers

The router in Al pha's route table is the IP address of delta's
connection to the devel opment network.
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5.10 Indirect Scenario

Al pha is sending an | P packet to epsilon. The IP packet is in
al pha’s I P nodul e and the destination |IP address is epsilon
(223.1.3.2). IP extracts the network portion of this |IP address
(223.1.3) and scans the first colum of the table | ooking for a
match. A match is found on the second entry.

This entry indicates that conputers on the 223.1.3 network can be
reached through the IP-router devnetrouter. Alpha s |IP nodule then
does an ARP table translation for devnetrouter’s |IP address and sends
the I P packet directly to devnetrouter through Al pha's interface
nunber 1. The I P packet still contains the destination address of
epsi | on.

The | P packet arrives at delta's devel opnent network interface and is
passed up to delta’s IP nmodule. The destination IP address is

exam ned and because it does not natch any of delta’s own IP
addresses, delta decides to forward the |P packet.

Delta’s I P modul e extracts the network portion of the destination IP

address (223.1.3) and scans its route table for a matchi ng network
field. Delta s route table |ooks |ike this:

| net wor k direct/indirect flag router i nterface number
| devel opnent direct <bl ank> 1
| factory direct <bl ank> 3
| accounti ng di rect <bl ank> 2

TABLE 12. Delta's Route Table

Below is delta's table printed again, without the translation to

nanes.
| net wor k direct/indirect flag router i nterface number
| 223.1.2 direct <bl ank> 1
| 223.1.3 direct <bl ank> 3
| 223.1. 4 di rect <bl ank> 2
TABLE 13. Delta’s Route Table with Nunbers
The match is found on the second entry. |P then sends the |IP packet

directly to epsilon through interface nunmber 3. The |P packet
contains the I P destination address of epsilon and the Ethernet
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destinati on address of epsilon

The | P packet arrives at epsilon and is passed up to epsilon’s IP
nodul e. The destination IP address is exam ned and found to match
with epsilon’s I P address, so the I P packet is passed to the upper
protocol |ayer.

5.11 Routing Summary

VWhen a | P packet travels through a large internet it may go through
many | P-routers before it reaches its destination. The path it takes
is not determined by a central source but is a result of consulting
each of the routing tables used in the journey. Each conputer
defines only the next hop in the journey and relies on that conputer
to send the IP packet on its way.

5.12 WManagi ng the Routes

Mai nt ai ni ng correct routing tables on all conputers in a |arge
internet is a difficult task; network configuration is being nodified
constantly by the network managers to neet changi ng needs. M stakes
in routing tables can bl ock comunication in ways that are

excruci atingly tedious to di agnose.

Keeping a sinple network configuration goes a |long way towards naking
areliable internet. For instance, the nost straightforward nethod
of assigning IP networks to Ethernet is to assign a single |IP network
nunber to each Ethernet.

Help is also available fromcertain protocols and network
applications. |1CWP (Internet Control Message Protocol) can report
some routing problens. For small networks the route table is filled
manual |y on each computer by the network administrator. For |arger
net wor ks the network adm nistrator automates this manual operation
with a routing protocol to distribute routes throughout a network.

When a conputer is noved fromone |IP network to another, its IP
address nust change. Wen a conputer is renoved froman |IP network
its old address becones invalid. These changes require frequent
updates to the "hosts" file. This flat file can become difficult to
mai ntain for even nedi umsize networks. The Domain Nane System hel ps
sol ve these probl ens.

6. User Datagram Protoco
UDP is one of the two main protocols to reside on top of IP. It

offers service to the user’s network applications. Exanple network
applications that use UDP are: Network File System (NFS) and Sinple
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Net wor k Managenent Protocol (SNWMP). The service is little nmore than
an interface to I P.

UDP is a connectionl ess datagram delivery service that does not
guarantee delivery. UDP does not maintain an end-to-end connection
with the renote UDP nodule; it nmerely pushes the datagram out on the
net and accepts incom ng datagrans off the net.

UDP adds two values to what is provided by IP. One is the
mul ti pl exi ng of information between applications based on port
nunber. The other is a checksumto check the integrity of the data.

6.1 Ports
How does a client on one conputer reach the server on another?

The path of conmunication between an application and UDP is through
UDP ports. These ports are nunbered, beginning with zero. An
application that is offering service (the server) waits for nessages
to cone in on a specific port dedicated to that service. The server
waits patiently for any client to request service.

For instance, the SNWP server, called an SNWP agent, always waits on
port 161. There can be only one SNMP agent per conputer because
there is only one UDP port nunber 161. This port nunber is well
known; it is a fixed nunber, an internet assigned nunber. |[f an SNWP
client wants service, it sends its request to port nunber 161 of UDP
on the destination computer.

When an application sends data out through UDP it arrives at the far
end as a single unit. For exanple, if an application does 5 wites
to the UDP port, the application at the far end will do 5 reads from
the UDP port. Also, the size of each wite matches the size of each
read.

UDP preserves the nessage boundary defined by the application. It
never joins two application nessages together, or divides a single
application nessage into parts.

6.2 Checksum

An incomng | P packet with an I P header type field indicating "UDP"
is passed up to the UDP nodule by IP. Wen the UDP nodul e receives
the UDP datagramfrom I P it exam nes the UDP checksum If the

checksumis zero, it means that checksum was not cal cul ated by the
sender and can be ignored. Thus the sending conmputer’s UDP nodul e
may or may not generate checksuns. |If Ethernet is the only network
bet ween the 2 UDP nobdul es comuni cating, then you may not need

Socol of sky & Kal e [ Page 23]



RFC 1180 A TCP/ I P Tutori al January 1991

checksunmi ng. However, it is recommended that checksum generation
al ways be enabl ed because at some point in the future a route table
change may send the data across less reliable nedia.

If the checksumis valid (or zero), the destination port number is
examined and if an application is bound to that port, an application
nessage i s queued for the application to read. Oherw se the UDP
datagramis discarded. |f the incom ng UDP datagrans arrive faster
than the application can read themand if the queue fills to a
maxi mum val ue, UDP dat agrans are discarded by UDP. UDP will continue
to discard UDP datagrams until there is space in the queue.

7. Transm ssion Control Protocol

TCP provides a different service than UDP. TCP offers a connecti on-
oriented byte stream instead of a connectionl ess datagram delivery
service. TCP guarantees delivery, whereas UDP does not.

TCP is used by network applications that require guaranteed delivery
and cannot be bothered with doing tinme-outs and retransmi ssions. The
two nost typical network applications that use TCP are File Transfer
Protocol (FTP) and the TELNET. O her popul ar TCP network
applications include X-Wndow System rcp (renmote copy), and the r-
series conmands. TCP's greater capability is not without cost: it
requires nore CPU and network bandwi dth. The internals of the TCP
nodul e are much nore conplicated than those in a UDP nodul e.

Simlar to UDP, network applications connect to TCP ports. Well-
defined port nunbers are dedicated to specific applications. For

i nstance, the TELNET server uses port nunber 23. The TELNET client
can find the server sinply by connecting to port 23 of TCP on the
speci fied conputer.

VWhen the application first starts using TCP, the TCP nodul e on the
client’s conmputer and the TCP nodul e on the server’s conputer start
conmuni cating with each other. These two end-point TCP nodul es
contain state information that defines a virtual circuit. This
virtual circuit consunes resources in both TCP end-points. The
virtual circuit is full duplex; data can go in both directions

si mul taneously. The application wites data to the TCP port, the
data traverses the network and is read by the application at the far
end.

TCP packetizes the byte streamat will; it does not retain the
boundari es between wites. For exanple, if an application does 5
wites to the TCP port, the application at the far end m ght do 10
reads to get all the data. O it mght get all the data with a
single read. There is no correlation between the nunber and size of

Socol of sky & Kal e [ Page 24]



RFC 1180 A TCP/ I P Tutori al January 1991

wites at one end to the nunber and size of reads at the other end.

TCP is a sliding window protocol with tine-out and retransmts.

Qut goi ng data rmust be acknow edged by the far-end TCP

Acknowl edgenents can be piggybacked on data. Both receiving ends can
flow control the far end, thus preventing a buffer overrun

As with all sliding wi ndow protocols, the protocol has a w ndow size.
The w ndow size determines the anmount of data that can be transnitted
bef ore an acknow edgenent is required. For TCP, this amount is not a
nunber of TCP segments but a nunber of bytes.

8. Network Applications
Why do both TCP and UDP exist, instead of just one or the other?

They supply different services. Most applications are inplenented to
use only one or the other. You, the programer, choose the protoco
that best nmeets your needs. |If you need a reliable streamdelivery
service, TCP might be best. |If you need a datagram service, UDP

m ght be best. |If you need efficiency over long-haul circuits, TCP
m ght be best. |If you need efficiency over fast networks with short

| atency, UDP nmight be best. |If your needs do not fall nicely into
these categories, then the "best" choice is unclear. However,
applications can nake up for deficiencies in the choice. For
instance if you choose UDP and you need reliability, then the
application nust provide reliability. |If you choose TCP and you need
a record oriented service, then the application nmust insert markers
in the byte streamto delimt records.

What network applications are avail abl e?

There are far too nmany to list. The nunber is grow ng continually.
Sone of the applications have existed since the beginning of internet
technol ogy: TELNET and FTP. (Qhers are relatively new X-Wndows and
SNWP. The following is a brief description of the applications
mentioned in this tutorial

8.1 TELNET

TELNET provides a rempte login capability on TCP. The operation and
appearance is simlar to keyboard dialing through a tel ephone swtch.
On the command |ine the user types "telnet delta" and receives a
login pronmpt fromthe conputer called "delta".

TELNET works well; it is an old application and has w despread

interoperability. Inplementations of TELNET usually work between
di fferent operating systens. For instance, a TELNET client nmay be on
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VAX/ VMB and the server on UNI X System V.
8.2 FTP

File Transfer Protocol (FTP), as old as TELNET, also uses TCP and has
wi despread interoperability. The operation and appearance is as if
you TELNETed to the renmpte conputer. But instead of typing your

usual conmmands, you have to nmake do with a short |ist of comuands for
directory listings and the like. FTP comands allow you to copy
files between conputers.

8.3 rsh

Renote shell (rsh or rensh) is one of an entire famly of renpte UN X
style commands. The UNI X copy command, cp, becones rcp. The UNI X
"who is |ogged in" command, who, becomes rwho. The list continues
and is referred to collectively to as the "r" series comuands or the
"r*" (r star) commands.

The r* conmands mai nly work between UNI X systens and are designed for
i nteraction between trusted hosts. Little consideration is given to
security, but they provide a convenient user environment.

To execute the "cc file.c" command on a renote conputer called delta,
type "rsh delta cc file.c". To copy the "file.c" file to delta, type
"rcp file.c delta:". To login to delta, type "rlogin delta", and if
you adni ni stered the conputers in a certain way, you will not be
chal l enged with a password pronpt.

8.4 NFS

Network File System first devel oped by Sun M crosystens Inc, uses
UDP and is excellent for mounting UNI X file systems on nmultiple
conputers. A diskless workstation can access its server’s hard disk
as if the disk were local to the workstation. A single disk copy of
a dat abase on mai nfrane "al pha" can al so be used by nminfrane "beta"
if the database’'s file systemis NFS nounted on "beta".

NFS adds significant load to a network and has poor utility across
slow links, but the benefits are strong. The NFS client is

i mpl enented in the kernel, allowing all applications and commands to
use the NFS nounted disk as if it were |ocal disk.

8.5 SNW
Si npl e Net wor k Management Protocol (SNWP) uses UDP and is designed

for use by central network management stations. It is a well known
fact that if given enough data, a network nanager can detect and
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di agnose network problens. The central station uses SNMP to coll ect
this data fromother conputers on the network. SNWP defines the
format for the data; it is left to the central station or network
manager to interpret the data.

8.6 X-W ndow

10.

11.

12.

The X W ndow System uses the X W ndow protocol on TCP to draw w ndows
on a workstation’s bitmap display. X Wndow is nuch nore than a
utility for drawing windows; it is entire phil osophy for designing a
user interface.

O her I nformation

Much information about internet technology was not included in this
tutorial. This section lists information that is considered the next
| evel of detail for the reader who wi shes to | earn nore.

adm ni stration commands: arp, route, and netstat

ARP: permanent entry, publish entry, tinme-out entry, spoofing
I P route table: host entry, default gateway, subnets

IP: time-to-live counter, fragmentation, |CM

RI P, routing | oops

Domai n Nanme System

OO0OO0OO0OO0O0o
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Rel ati on to ot her RFCs

This RFC is a tutorial and it does not UPDATE or OBSCLETE any ot her
RFC.

Security Considerations
There are security considerations within the TCP/IP protocol suite.

To sonme people these considerations are serious problens, to others
they are not; it depends on the user requirenents.
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This tutorial does not discuss these issues, but if you want to | earn
nore you should start with the topic of ARP-spoofing, then use the
"Security Considerations" section of RFC 1122 to | ead you to nore

i nf or mati on.
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